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This session will detail a proccdurc to automate the synchrxmization  of t]scr information across
CA-ACl~2,  NOVC1l,  Microsoft Winclows N-l’, MS SQI, Server, and intcmal  applications.
{Jsing a combination of AC1OW’1’S1., a I) Y1,28011 reformat job, and utilities that extract
Novell bindery (security) data, the information is downloaded and combinccl in Xbasc format,
and matched to 1 luman Resources data. Foxpro or CA-CI J PPER programs perform these
functions. A file is up]oadcd to the mainframe as input to ACIWA’J’C11, where it is used to
automatically update 1.ogonid records for organization, mailstop, pho]lc, and name changes
etc. Custom reports arc easily produced to manually synchronize an(i upc]atc security
information across all platforms, (Novell, MS SQI. Server, Clc$h!li]]ellniunl  etc.).

Ncw features include CA-AC1~2 Rcsourcc Rule validations and upciatcs,  CA-AC1;2  datasct  rule
validations and cross-rcfcrcncc  tools, an(i the (forthcoming) automatic updates to MS SQI.
Server security tables.
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JET PROPULSION LABORATORY

The Jet Propulsion Laboratory is a Federally Funded Research
& Development Center (FFRDC) managed by the California
Institute of Technology (Caltech)

JPL’s principle federal affiliation is the National Aeronautics &
Space Administration (NASA)

The major mission of the Laboratory is Earth Observation
Science and Solar System Exploration

Current active projects include Voyager: Solar Magnetosphere
and Radio Science exploration; Ulysses: Solar Observation; and
Galileo: Jovian (Jupiter) Atmospheric Observation and Plantery
System Exploration
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OVERVIEW

w Jet Propulsion Laboratory
● California Institute of Technology
● Manage interplanetary science missions for NASA
● 6600 employees/affiliates

■ Business Operations
● Financial Information
● Purchasing
● Property (inventory/Tracking)
● Human
● Project

Resources

Planning and Budgeting



OVERVIEW
H l+ardvvare/Software  Platforms

● IBM ES9121; CICS; DB2; Millennium; CA-IDMS; CA-ACF2 6.0
● Client/Server; Novell 3. lx; Microsoft SQL Server; Microsoft; Windows

NT; UNIX

■ Computer and Data Security
● 2 employees + 1 Academic Part-timer

H Organizational Dynamics

Rapidly increasing use of clientkerver  technology (1000 user increase
annually)

Matrix organization structure (Frequent job function/location changes)

Frequent organizational changes

Employee status changes
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OBJECTIVES

■ Integrate security data from various hardware and software
platforms into a centralized database:

● CA-ACF2, Novell, and MS SQL Server into Microsoft Foxpro

■ Automate analysis of system and application accesses:

● Current Management reports (R&R)

● ~~tme Centralized Database Application using Microsoft Access
Win NT

■ Track users across platforms using Logonid record as the security
master file

■ Automate maintenance of security data, where possible:
● Uploads to CA-ACF2



GRP

APS

EMP

MSC

(6)

(8)

(2)

(2)

BNUM (6)

JPL USERID STRUCTURE
GRP, APS, EMP, MSC, BNUM

Group - Job Function

Additional functional definition

Employee - Denotes employee (JP) or Affiliate (CT)

Badge Number - Employee or Affiliate Badge Number



JPL CA-ACF2
LOGONID RECORD

(Client Server Fields)

HRNUM Char(IO) Employee #, or Special #’s for Started
Task & other Utility /ds. 6 Significant Digits currently used. All l’s,
2’s, 3’s, 5’s, or 9’s are used for special Ids.
. Oxxxxx Employees
● 9XXXXX Affi I iates/contractors

HRAUX Char(6) Used to Xref to users of HR Auxiliary
Systems:

Sha~(~)  .&al L pU* S= Sa! rev ‘-4 ‘Wition :
. P= Pinfo Char(1) start position 2

HRSTAT Char(4) Employee/Affiliate Employee Status
● L O A Leave of Absence
. Oc On Call

PVAI L Char(4) Prevail User
●  P v Only valid value

SECOI Char(8) JPL Security - Future Use



HRNUM FIELD DEFINITIONS
1111111 Started Task Ids

2222222 Control (CICS) Region Ids

3333333 Class Ids

4444444

5555555

6666666

7777777

8888888

9999999

0123450
9021050

CA-ACF Utility Ids - Model

File Server/Client Server Ids

Not Assigned

Not Assigned

Miscellaneous System Ids

JPL Employee Number
JPL Affiliate Number
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CA-ACF2 LOGONID EXTRACT
(Page 1)

//AO191 ID JOB (O155555,AO191 I),’T.DAVIS’,
II* TYPRUN=SCAN,
II MSGCLASS=H,
II* RESTART=S020.STEPOI ,
II* RESTART= FTPSEC,
II CLASS=A,
II REGION=2M,
II TIME=  (3,30),
II NOTIFY=AOI911
/*ROUTE PRINT UI
/*JOBPARM !_=9999,C=0,R=5’1  l, K=55,E=Y
,,********************************************************************

//’ EXTRACTS ALL ACTIVE MASS USERS FROM THE ACF2 DATABASE - NEW
//+ ACFFDR FiELDS iNCLUDiNG iiRNtiM, HRSTAT,  PVA;L
//’ THIS FILE IS USED FOR DOWNLOADING AND XREF REPORTS
//’ EXECUTE FTPPW TO AUTOMATICALLY DOWNLOAD FILE
,,********************************************************************

i/ACFRPT EXEC PGM=ACFRPTSL
//*YSPRINT DD SYSOUT=*
//SYSPRINT  DD DSN=JPL.CAACF2. USERS, DISP=(OLD)
//SYSIN  DD *
INPUT(ACF)



CA-ACF2 LOGONID EXTRACT
(Page 1- Continued)

TITLE(**JPL LOGON IDS **** )
REPORT(SHORT)
DTCFIELD(NO)
SFLDS(GRP  APS SEC MS PHONE BNUM HRNUM HRSTAT PVAIL)
,*
,,**********************************************************************

//’ THIS JOB REFORMATS THE ACF2 REPORT DUMP OF ALL PRODUCTION USERS
//’ ALL ACF2 USERIDS
//’ FILE USED FOR DOWNLOADING AND REPORTING
//* THIS VERSION HAS ADDITIONAL FIELDS - NEWEST
,,*****************  *****************************************************

/ /S020 EXEC DYL28011,COND=(4,  LT),
II DT=1440,
II DWSP=50,
II DWSS=IO,
[1 SRTWRK=5
//STEPL!B  DD DSN=D280. DYL280!!. LOADL!B,  D! SP=S~R
//STEPO’?  .SYS280R DD SYSOUT=’
//SYSOUT DD SYSOUT=*
//SORTWKO1  DD UNIT=WORK,SPACE= (CYL,(5,5),,CONTIG)
//SORTWK02  DD UNIT=WORK,SPACE= (CYL,(5,5),,CONTIG)
//FILEIN DD DSN=JPL.ACF2.USERS, DISP=SHR



CA-ACF2 LOGONID EXTRACT
(Page 2)

//* UTFILE DD DSN=JPL.  AcF2.1JSERs,  Dlsp=(,  cATLG,  D E L E T E ) ,
I I * UN IT= MD EV, SPA CE=(CYL, (I, I), RLSE),
I I * DC B=(RECFM=F B, LRECL=I 00, BLKSIZE=9000)
//S YSIN DD *
OPTION PRINT ERROR
**** * * * * * * * * *  * * * * * * * * * * * * *  * * * * * * * * * * * * *  * * * * * * * * * * * * *  * * * * * * * * * * * * *  * * * * * *
* (TLD) E L I M I N A T E S  R E P O R T  H E A D I N G  F I E L D S  A N D
I R R R E L V E N T  D A T A
**** * * * * * * * * *  * * * * * * * * * * * * *  * * * * * * * * * * * * *  * * * * * * * * * * * * *  * * * * * * * * * * * * *  * * * * * * *

* * * * U S E R  S P E C I F I C A T I O N  F I L E
F!LE FILEIN VB ’140  420C LENGTH LRECL
STATUS STAT USFLG

AC F21N
FIELD40
FiEi_DD
GRP
GRo~7
A P S
LID
N A M E
S E C T I O N
MA ILST

140 1
40
5
6
6
8
8
20
4
8

-1
A

36
37
As

6
15
55
64



CA-ACF2 LOGONID EXTRACT
(Page 2- Continued)

PHONE 12
BNUM 6
HRNUM 10
H R S T A T  4
PVAIL 4

73
86
95
106
115

FILE OUTFILE OUTPUT FROM OUT FILE
FB 100 9000

LIDO 8
N A M E O 20
GROUPO 6
A P S O 8
SE CT!ONO 4
MA ILSTO 8
pu~~l~~ 12
B N U M O 6
H R N U M O 10
H R S T A T O 4
PVAILO 4

W O R K A R E A



CA-ACF2 LOGONID EXTRACT
(Page 3)

DYLCOUNT1 = DYLCOUNTI  + 1
IF DYLCOUNTI  LT 11

REJECT
ELSE

NEXT
ENDIF

*PRINT AC F21N
*H EXPRINT LRECL

IF LRECL EQ 136
M O V E  LID TO LIE!O
MOVE NAME TO NAMEO
MOVE GROUP TO GROU?O
M O V E  APS TO A P S O
MOVE SECTION TO SE CT IONO
MOVE MAILST TO MAl LSTO
~~v~  Du_l~~ TO PHCh’EC
MOVE BNUM TO BNUMO
MOVE !+!?NUM To uq~l’1~
MOVE HRSTAT TO HRSTATO
M O V E  PVAIL TO PVAILO
WRITE OUTFILE



//l NPUT DD
II DD
/ / O U T P U T
//s?’ suDurvl

CA-ACF2 LOGONID EXTRACT
(Page 3- Continued)

E L S E
R E J E C T

E N D I F
I *
// FTPSEC E X E C  PGM=FTP,  CO ND=(4, LT)
l l * = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = = =
—

;,* T H I S  S T E P  A U T O M A T I C A L L Y  D O W N L O A D S  T H E  FILES TO A
II* W O R K S T A T I O N
II* MUST HAVE SERVING FTP ACTIVE ON WORK STAT IO N(TLD)
ll*====================================================

DSN=JPL. SE C. CNTL(FTP IN PT), DISP=SHR
DSN=JPL. SE C. CNTL(FTPPU T), DISP=SHR
DD SYSOUT=*

P !39 SYSOUT=*
//SYSA3END  DD SYSOUT=*
//SYSPRINT  DD SYSOUT=*
/f*=====================----======.==.====.====.=.==.==
=
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D:\sEcuRlTYv4cF2  NMAT.DBF
Printed: 04/01/95 12:02

CA ACF2 LOGONID RECORDS
TERMINATIONS/LOAS OR

NO MATCH ON HRS
BY STATUSINAME

STATUS NAME LOGONID SECTION MAIL STOP PHONE

BIRD, TWEETY
PEREZ, MIKE
SAii-OR,  ?OPEYE
SMITH, LEE
THOMPSON, JENNY
ZEILE, TODD

2 BEL!NSKY,  BG
CEDENO, ANDUJAR
HARD!NG, TONYA
PARK, C!-!AN  HO
RABBIT, ROGER
STARKS, JOHN
WILSON, PETE

3 BAGWELL, JEFF
BIGGIO,  CRAIG

Page 1

A02004
A02023
A02006
A02025
A02014
A02021

AC2(lfi3
A020~7
A(X29Q7
A02008
A02005
A02012
A02011

A02016
A02015

6132
1790
3?80
6300
3970
2800

22(X)
6420
672(2
6264
6110
6452
3350

6720
1720

281-103
511-20fl
506-415
51 q-2~9

230-303
264-318

17:-243
111-115
cjv~?~

190-220
502-300
241-211
238-638

511-305
601-205

4-3777
7-7429
7-9144
7-7442
4-1111
3-0556

~-77fj6
4-2762
7-7257
4-1959

7-7565
4-9329
4-9429

7-9757
4-0175



SECURJlWCF2UF13T  D13F
RInted C!4/02&50752

ACFZHRS UPDATE REPORT
ACF2 LOGONID RECORDS

Smm/ c#uwEs
BYAWE

LOGONID GRWP

/WR@-J,  H4NK A0SO07 GEM

/f%?J307_!_,  J!M A(X)7:  !2 ‘&w

ANDERFWF, FARLIP AWt155 T~fi  4

Ax7v’ii,  TROY A(13(X)I GENw#

-~ A(X)087 GEN##

A V E R Y ,  STEVE A(X)099 .S4S##

CEY, Fmi A(X)021 GEN##

GWRIATI, JENIFER AO0324 PRQP

DUQUEITE, DAN AOOI08 FPP23

ED13ERG, STEFAN AOO059  PROP

VU3LANSKI, ALICJA  AOOO08 CFG43

Total Users  11

CID N E W
SECT SECT
3920

222

395

3920

3950

6220

3920

1050

3950

3150

3950

3480

3?80

603G

5120

3970

5120

3220

6030

3160

3920

M41L-
STOP
301-235

J~L_.HQ

602-225

T-1709

5253670

!503102

DSCG33

511-213

JPL-Cape

602-745

PHONE

4-8294

202A26-9320

44217

4-7202

818-351-3411

818-564-4579

619-2=494958

6~%255-8052

7-7C60

407-8532161

wow

PASSKEY

MSOATOOI

MQ)AGOIO

lvv-JssTEcH

SECURllY

MSOAG072

MSOAG~50

lvI+OATC#O

NGOAGOIO

I’vGOAGOIO

lvH)ATOIO

h/FOATOl  O
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I!CF2,
DATASET. (PDS File Structure)

RULES

*

DYL28011
EXTRACTI

REFORhlAT

(“-”+rio1911. [fixed format)
flc F2RPT.

YR? TF!LE
FTP Dwnload

To PC
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DATASET RULE EXTRACT AND REFORMAT
(Page 1)

//AO191 ID JOB (OIKW917,A01911 ),’HOLD*T. DAVIS ‘,
/r* TYPRUN=SCAN,
II* RESTART=ACF3000,
II* RESTART=FTPSEC,
II MSGCLASS=H,
II Cl_ASS=A,
II REG!ON=2048K,
II TIM E=(60),
II NOTIFY=AO1911
/*ROUTE PRINTUI
/*JOBPARM  L=9999,C=0,R=600,K=55,E=Y
/*OUTPW  SJ3BDEST=Ul,FORNlS=ql8,CHARS=GSI2,FCEI=CHIf,BURsT.Y
,,****************************************************************

//’ THIS JOBS EXTRACTS INFO FRONJPL.DATASET. RULES, BASED
II* n  I TUC q! !!  cs ~A~y Vm I SKI I=PT n~~n-

“\,.-,uLL ,, ,“” -.~u ,, A=T-,YMATS  AXZ ?EXCVES
//” THIS JOB SELECTS ALL RuLEs  FOR vARIOLJs  REPORTIN plJRpOsEs
//* FORMAT FOR VALIDATION AND REPORTING IN FOXPRO
,,*************  *****  **********************************,***********

//*qol  IT= DQl~T I IIQ. -.,, “,

//ACF2009  EXEC PGM=lDCA!VIS
,,***************  ****************** *********************************

II* FILE CLEANUP
II* DELETES ALL USER FILES REQUIRED FOR PROCESSING
,,******************************************************************



JFPL
D A T A S E T  R U L E  E X T R A C T  AND REFORTMAT

(Page 1 Continued)

//SYSOUT  DD SYSOUT=*
//SYSPRINT  DD SYSOUT=*
//SYSUDUMP  DD SYSOUT=*
//SYSIN D D  *

DELETE ‘AO191 1,ACF2RPT.RPTFILE’
DELETE ‘AO191  1.ACF2.RULES.EXTRACT’

IF LASTCC  = 8-
THEN SET MAXCC = O
II*
//ACF2070  EXEC PGM=DYL280,
II REGION=4096K,
II PARM=’UA=********’ <=== ACF2RULE
,,**********************************************************************************

/l* PRODUCE A S!NGLE SEQUENTIAL  Fii_E FROM Pi)S OF DECOMPED
Ii* RULES W!?!-! SKY AS RECORD  !D FOR EACH L!NE OF RULE.
II* RECORDS REFORMATED IN TO F!XED FOR DOWNLOAD AND REPORTING.
,,**********************************************************************************





DATASET RULE EXTRACT AND REFORMAT
(Page 2 Continued)

FILE RPTFILE  OUTPUT FROM RPTFILE FB 145
OUTREC 14501
OUTRECI  14501

WORKAREA
WDSNAF?EA 52 01
WDSNAME 44 01
WVOLID 0 6
WRECLNG 02 BI

WORKAREA
WKRECF 80 01
WKMEMF 08 01
WKWRDF 01

WORKAREA



DATASET RULE EXTRACT AND REFORIMAT
(Page 3)

WKRECP 80 01
WKMEMP 08 01

WKWRDP 01
WKDATA 20

WORKAREA
WKPARM 10 01
WKPMEM 08 01

WORKAREA
WORD5 05 g!
WORD2 02 01
WORDI 01 0-l

WORKAREA
WKREC 145 01
WKNDX 08 01
WKPREF!X  :5
WK!XN 40
WKUID 30
WKACC  40

WORKAREA
WKFL1 10001
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DATASET RULE EXTRACT AND REFORMAT
(Page 4)

WKMEMF

TO WKWRDP LENGTH 1
TO WKMEMP(INX) LENGTH 1

NE WKMEMP

I !-L

‘E’



DATASET RULE EXTRACT AND REFORMAT
(Page 4 Continued)

[NY = 8
MOVE INREC(INY)  TO WORD2 LENGTH 2

IF WORDI EQ ‘*’
GOTO COOO
ENDIF

*** SEE IF RECORD IS A $KEY ***
IF WORD2 EQ ‘-SK

INY = INY + 5
MOVE INREC(INY)  TO WKNDX LENGTH 8
TRANSLATE WKNDX FROM ‘)’ TO X’40’
MOVE BLANKS TO WKPREFIX
GOTO COOO
ENDIF

*** SEE IF RECORD IS A $PREFIX ***
IF WORD2 EQ ‘$P’

INY = INY + 8
MOVE INREC(INY)  TO WKPREFIX LENGTH 16
TRANSLATE WKPREFIX FROM ‘)’ TO X’40’

GOTO COOO
ENDIF



*** RESET THE
INY=8
INX=O

Colo:

DATASET RULE EXTRACT AND REFORMAT
(Page  5)

INDEX FIELDS FOR NEXT RECORD

MOVE INREC(INY)  TO WORD5 LENGTH 5
IF WORD5 EQ ‘ UID(’

MOVE SPACES TO WKDSN(INX)
GOTO C020
ENDIF

MOVE INREC(INY
INX = INX+ 1
INY = [NY+ 1
IF INY EQ40

GOTO C020
ENDIF

GOTO CO I 0
C020:

TO WKDSN(INX

*** FINDS  IJID STRING *****

** TRANSLATE WKDSN FROM
INX=O
INY=INY+5

DOOO:

‘-’ TO SPACES

MOVE INREC(INY) TO WORDI LENGTH 1



DATASET RULE EXTRACT AND REFORMAT
(Page 5 Continued)

IF WORDI EQ ‘)’
MOVE SPACES TO WKUID(INX)
GOTO EOOO

ENDIF
IF INX GT40

GOTO EOOO
ENDIF
MOVE WORDI TO WKUID(INX)  LENGTH 1
INX =
INY =
GOTO

EOOO:

Nx+l
Ny+l
DOOO

Ih/v = l~v42

MOVE SPACES TO WKACC
MOVE SPACES TO WKDATA
MOVE INREC(INY)  TO WKACC LENGTH 40
iNZ=O



DATASET RULE EXTRACT AND REFORMAT
(Page 6)

EO05:
MOVE WKACC(INZ) TO WORD5 LENGTH 5
IF WORD5 EQ ‘DATA(’

MOVE WKACC(INZ)  TO WKDATA
MOVE SPACES TO WKACC(INZ) LENGTH 30
MOVE WKDATA TO WKACC(INZ)
GOTO EO06

ENDIF
IF INZ EQ 40

GOTO EO06
ENDIF
INZ= INZ+ 1
GOTO EO05

EO06:
INY= INY+ 1
MOVE WKREC TO OUTRECI
WRITE RPTFILE
~~~~ (-vJyJ

E900:
VGVE  SPACES  To !NRZC
GOTO COOO

FOOO:
INX = O
INY = O
INZ= O



DATASET RULE EXTRACT AND REFORMAT
(Page 7)

//ACF3000  EXEC PGM=DYL280,COND= (4,LT),
II REGION=4096K
,,******************************************************************

II* FINAL REFORMAT PRIOR TO DOWNLOAD TO PC *

II* *
,,**********************************.*******************************

//STEPLIB  DD DSN=D280.DYL28011 .LOADLIB,
II DISP=SHR
//SYSPRINT  DD SYSOUT=*
//SYS280R  DD SYSOUT=*
//SYSOUT  DD SYSOUT=*
//SYSO04 DD UNIT=  SYSDA,

SPACE=  (CYL!(2,2))
\INFILE  DD DsN=Ao191  I .AcF2RpT.  RPTFILE,
II DISP=(OLD)
//OUTFILE  DD DSN=AO191  1.ACF2.RULES.EXTRACT,
II* DISP=(OLD)
f,! D!sP=(NEw,cATLG,  DELETE),
II UNIT= SYSDA,
/,! SPACE=  (CYL, (2,1), RLs E),
II DCB=(RECFM=FB,LRECL= 145, BLKSIZE=2900)
//SYSIN DD ‘
FILE INFILE INPUT FB 1452900

INREC 14501
RKEY 08 01
RPREFIX  16



DATASET RULE EXTRACT AND REFORMAT
(Page  7 Continued)

RDSN 40
RUID 30
RACC 40
RTYPE 07 95

FILE OUTFILE OUTPUT FROM OUTFILE FB 145
OUTREC 14501

IF RTYPE EQ ‘NEXTKEY’
REJECT

ELSE
NEXT

ENDIF

MOVE !NREC ?0 CIUTREC
WRITE OUTFILE
1*/



DATASET’ RULE EXTRA~AND  REFORMAT
(l?a~8)

//17PSEC  EXEC PGM=FrP,CONB(4,LT)

//’ THIS STEP AUT~TICALLY  D3VWLOADS  THE FILES TOA WORKSTATION
II* MUST HAVE SERVING ITP ACTIVE ON WCf?KSTATION - TERRI
/ / ’ —  ~ ————~
//INPUT DD DSN=JPL.PROD.CNTL(17PINPT),DISP==HR
II DD DSN=JPL.PROD.CNTL(17PARULE),DISP==SHR
//OUTPUT DD SYS~=*
//SYSUDUMP  DD SYSOUT=*
//SYS4BEND  DD SYSWT=*
//SYSPR:  NT 22 SYSOLT=*
,,* —



Date: 04/03/95

JPIJMASS DATASET ACCESS REPORT
OBSOLETE ACCESS RULES

BY ACF2 RULE KEY

KEY PREFIX DSN LOGONID RULE UID STRING

CAI
CANDLE
DBAIDMSIDMS. DBA

SAD415A~ SAR2

SAR
SAY2V179 SA?2

Ji=’L
W13RK

CA7--- AO1911
EGAMON

LOADLIB A**SRM
SYSCTL A**SRM
D415AP41.$1 A87827
D415AP44.$1 A81827
syTEM3sARDB SA RXMS
VYASVW1.S~d~5  A8q827
MRASYO02.SP417 A81827
MRASYO02.SP440 A81 827
NIRASYO06.SP455  A81 827
MRASYO06,S?466 A8’i827
DATASET.  RULES AO0555
DEV. AO0555

******************01 911
****************OMEGAMON
********************SRM
********************SRM
GEN#####WW JP##81/327

GEN#####&&JP##8  f1827
STC*************SARXMS
eK\lw##--, ###%%%WJ?##8?827
GEN#W#####JP#8q827
GEN#######JP###81827
GEN#######JPH81827
GEN#######JP##81827
scR***********J  p**oo555

“’’’”’’’’’’””””’’00555
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Flename: D:\SECURITYWRRULES. DBF
Reoort Name: RULES 9Y NAME #l

AsOf  05/24/95

JPL DATASET ACCESS REPORT
HRS SALARY REVIEW ACCESS

BY NAME

USER NAME KEY PREFIX DSN LOGONID SEC GROUP RULE UID  STRING

ACE,MARIO
SAL7500K SALSP2S
SAL7500L SALSP2S

ALVAREZ,JUANITA
SALSMHH SALSP2S

BARBER,SEVILLE
SAL7300K SALSP2S
SAL7400K SALSP2S
SAL7500K SALSP2S

BARELO,CARIN
SN-73?C!V  SA:S?2S
SAL7400M SALSP2S
SAL7500L SALSP2S

BARLOW,HARRY
SAL7WO!IJ!  SALS?2S
SAL7400L SALSP2S
SAL7500K SALSP2S

BATES,NORMAN

SAL7300M SALSP2S
SAL7400L SALSP2S
SAL7500K SALSP2S

PAGE: 1

M045’19 6 1 5 0  HRSOO
SAL7500P801G2
SAL7500PUNCH801

M03750 6725 HRSAA
MHHRD025.G****V

M04770 1400 GEN###
SAL7300UP14X
SAL7400DOWN14X
sAL7500PNcH44x.-

MO1224  5 0 6 0  SAS###
SA:7ZC!C:?5%
SAL7400DOWN506
SAL7500PNCH506.-

M67739 3520 GEN###
sA;732$;735~
SAL7400DOWN352
SAL7500PNCH352.-

M08342 3490 SAS###

SAL7300UP349
SAL7400DOWN349
sAL7500PNcH349.-

HRsoo##hw##JP##04519
H R s o o # # # # # # J P # # 0 4 5 1 9

HRSAA 1 ● ******J P**03750

GEN###w&##JP%$04770
GEN#######JPHo4770
GEN#######JP##04770

SA”A%w#%w#; ?##ol 224
SAS##W###J  P#O1224
SAS#####W#J I%W01224

GEN~Jm7739
GEN#?www#wJP##57739
GEN###w##wJPM7739

SAS#&#MH#JP##08342
SAS%W###WJP##08342

,.



NOVELL FILE SERVER
EXTRACT/COMPARE

FLOW DIAGRAM
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JPLRIS-SERVER:DATA BINDERY FILES:

NET$OBJ,SYS
NET$PROP,SYS
NET$VAL.SYS

NetWare Utility

[Text File)
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D:\SECURITY\RIS UPDT
Printed: 04103/95 12:05

USER NAME

ABRAMS, DAN
BARBELL, CAROL

0’MARIO,  LC?!S

MASS DATA SECURITY
RIS RCP SECTION CHANGE REPORT #l

BY NAME

USERID PROJ JOB COG
ORG

A02030
Ao~224

603
A.17215

544 3120
544 3:40

L): XAX:X,  CA3CL L. A:9524
781
782
783

5CG

KUBOS, HOLLY AO0927
5s7 4?2A0

LA BELLE, PATI AO1540

Total lJsers: 6

CURR
SECT

3110
5060

3120

352C

3330

OLD EMPLOYEE
SECT STATUS

3150 1
6035 1

3d53 y
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3559

3150
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Access to the SQL Server

Login to the SQL server as the SA (System
Administrator/Supervisor)





SQL Administrator Window

Select (Click on) “QUERY”
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SQL Command to Extract Logins

●

●

Type in command and select (click on)
“Execute”

The subsequent screen provides the results of
the query



l--–- U Lu_ . —

[ Ga Query - JPL-MAWdll tl@mtm@ HVA

I I Ilk

dbname
.—— — ———————— ———— —————————.————

mast e r
ma=t e r
F T E
F T E
F T E
F T E
~~~

F T E

IDI FTE
* F T E

name
——————— ———————— ——————— ————— ———
sa
probe
f teadmin
MII0204
MG1563
MI12404
M137496
MI13194
~~~~z~
M13957



Mimxmft SQL Administrator  “-

FTE
FTE
FTE
FTE
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Alternate Method to Extract Logins from I

SQL

@Echo ON

ISQL IS {server namej AJ sa P {sapasswor@  /Q “ {seIect
accdate, dbname,name,password from syslogins}”  /o
C:\Security\sqluser.txt

From a Windows workstation where SQL Too!s are installed:
● Replace “server name” with the SQL Server, and “password”

with the SA password
● Execute the above command as a Batch File from the DOS

Prompt



I I

AC CD ATE

JAN 1 1900 12: OOANl
.MAR  14  1994 10:46AM
M A R  14 1994 3:06PM
MAR 14 1994 3:11PM
M A R  1 4  1 9 9 4  3:12PM
M A R  1 4  1 9 9 4  3:13PM
M A R  1 4  1 9 9 4  3:13PM
.MAR 14 !994 3:1L?M
M A R  1 4  1 9 9 4  3:14PM
M A R  1 4  1 9 9 4  3:15PM
‘WAR  14 1 9 9 4  3:15PN4
M A R  1 4  1 9 9 4  3:15PM
M A R  1 4  1 9 9 4  3:16PM
MAR 14 :994 3:16PM
M A R  1 4  1 9 9 4  3:17PM
V!,AR  14 !994 3:! 7PM
Nov 2 1  1 9 9 4  4:55PNI

Resulting File

DBNAME

MASTER
MASTER
FTE
FTE
FTE
FTE
FTE
FTE
FTE
FTE
FTE
FTE
FTE
CTE*.U

F T E
F T E
F T E 9 4

NAME

SA
PROBE
FTEADMIN
AO0204
A01563
A02404
A07496
AJ0194
A10623
A13957
/415744
A17257
A17275
A17941
A31420
A32894
FTE94ADMIS

PASSWORD

*******
(NULL)
TENNTIS
RAIDERS
MONTANA
49 NERES
AGASSI
~TSOPENT
EL FMAN
BOINTGO
EMERALD
KISSME
PEA RJAM
O F F S P R I N G
V E G A S
lMY PAT
FAR FLUFF

Current release of SQL Server (v4.2.I ), passwords are not
encrypted!
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Program Code
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